ussis duaassiu
gudinaluladaisauinsuaznisdoas
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Digital Signature

03 l0SIUAIWNSDUINS DY ‘

ADUNDIICDS ‘

0 2 uuztirlususoao3idnnsaiing “

05 mu-aau ‘
‘

01 stuumslikusmsoanklivdo
susavhumiiadum
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Timeline

15ouluodoya
NSW 100%
aouw MOU au 51:{1 osAaJRS 1sulBou ESS
wouluodoya togsHu Form ASEAN .
NSW Korea 18o1uszuu S-Form D
4 ASW asunv 10

1 unsiau 2562

e Us:insiaudnaindau
1Suldous:zuu

gaau 2546
1Suldous:uu
Electronic Data

e-Form D ASW
5 Us:ing (ID, MY,
SG, VN, TH)

1doulus NSW 53
si1ems 765 wna

18o1uszuvu EDI 100%
1Waldsus:zuu Digital

Interchange

(EDI) aousinu
Manual ° Signature

2556 2558 2559 2560 2561 2563

e o __©o ©_©.©o.60_ 0

2900 2546 2554

1Suduldous:zuu 15 Guinu 2560 e-Form D ASW
Electronic Signature 15uldouszuu 7 Us:insi (BN, KH)
and Seal munsaunou Paperless Us:insifikdo MM, PH,
anao luoynyra 0.2 LA cwusumsludud
- JTEPA, ASEAN-Japan Fum 1o Toudssu 2562

- FTA Thai-Australia, 1Sunadoudodona duliy

ASEAN-Australia New wiiodosSusoo FORM 1doulso NSW 48
Zealand D fiu ASEAN s1wms (iud 35
- ASEAN-Korea Single Window dooon 13)




uuztirlususevalannsaiind
(Digital Certificate)




@ svwmsbivineeenniidesusesi. X @ swunsbivimsoonmiedesusesin X

< C | @ https/edidftgo.th

luSusovaidnnsaiind fio uauaalannsauna .

Aonowiidoauiuiosoveoilslususesdiannsaina dvoonlas
Alkusmsoaonlususay (CertIfication Authority : CA) iR [l e
Nds-naussnssucnaq siuduinasiiaansisnduloldsunna B & ot == | eddige
KSo aunsniinsodrs 15u|Web Server| Airimsdadodauii
daauosy lasarduinalulagmssenst inalulaélasoaswowusiu
niyuoaisisut (Public Key - Infrastructure - PKI) awnsn
dwnlslumsacamwiiodadsaoa (Digital Signature) kSa ms
1hsika noaska (Encryption) la 1ignszuoumsidnsia
(doya + Digital Certificate)

awnsanaldasvoldusmslaoinasinsaonlususav (Certification

Authority : CA) alasuaswngafisuazidukussoiuinoan asliofosiEnnsoling

lususosdadaoalulasonis Paperless nsusianans laun Digital Signature

« TOT CA voo usin ilaii oafia (uKBu) gsiwazidealan
t5ulsd http://www.ca.tot.co.th

« CAT CA vov ustn nan Insauunau s1ia (ukisu) @
swatduvalansulsd http://www.thaipki.com

Uunndayadualuuazdoya
awilodadiannsalindiauls
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http://www.ca.tot.co.th/
http://www.thaipki.com/

sduuu Certificate

sduuvu

s18asldga

uwvu CD

dayalususova lusUuuu Digital File cawuassiu
PKCS#12 uatUuinavsuuunu CD dsKaniu
(Password) iioUdaoniumsdadouazldou uazdaodado
lususooda asluindoonaumolaasidoomsldoru awnsn
Export doyanmyuodouds (Private Key) aanownlWala

uuvu USB Token

doyanmyuos (Key Pair) pnasodumeluds USB
Token muwiasgiu PKCS#11 10u USB Token dksSu
Samsiu Digital Certificate ua: PKI imu liawsn

Export dayanmyuodouds (Private Key) aanoindo
USB Token ld seosumsidaudo USB 1.0 - 2.0

uvu Smart Card

Joyanwyuos (Key Pair) gnasiodumeludalos Smart
Card cnuasswu PKCS#11 Microprocessor-Based
Smartcards liawisn Export dayanryuodoudo
(Private Key) oanownUasla

JoQ/val1ds

- iskasiu (Password) ilalaonumsdadona:
1391

- doodadolususavd avluindoaonoumotasi
doomislzou

*** Juuvuidsuldnuuiniaa

- iskawu (Password) inadaonumsidolu
- Inowdasaiiggo aasnlumswnm

- Tusududooiindassru (Reader)

- lisnTudavsdadolususasa tHomsldou

- iiskasiwu (PIN Code) idoadooniumsidonu
- lisndudasdadolususava tdamslEou

- sndudosldnusounuindavsiulias
(Smartcard Reader)

- aowdaaansgo

“ad. : KU2YIUKANAUSKISSaNISLad1u28nWazaINNIYMsidvUs InsaRduniaudrsudanssudadnamel




9. CSan o .. DAR -

w Bh A T q-‘ '0 . ."( 'h -

I1SYUNINNUNSIUAIKSUNIS
{Fous=uu GraaruiloBo
S1annsaung




L
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dadv Plug in &1xSuavarwiiodasdiannsaiing

nadaumsavawiiodosdlannsaling
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dadv Plug in &ixSuavarwiiodosdiannsalind

a1oilkaa Plug-in oani5ulsd :
http://edi.dft.go.th/download/SignNutCom.zip

Click this button to install SignNutCom software to the specified destination

SignNutCom Setup = ||

Directory:
C:\Program Files\SignNutCom)\ Change Directory

Exit Setup

% Welcome to the SignhutCom installaton program.
-

Setup cannot install system files or update shared files if they are in use.
Before proceeding, we recommend that you dose any applcations you may
be running.

SignNutCom Setup was completed successfully.
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*** daold Microsoft Internet Explorer imdu! doinaoin icon aaudnlusunsu

MicTr_olsoft Edge Google Chrome Opera
Microsoft Edge Firefox Safari
Chromium
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nxuasindwdaaanayad Internet Explorer

mkuasiilu Compatibility losaann icon suiles udasnann Compatibility View settings

WUl “dft.go.th” uasnandu Add

- O
'G||Search... D-|{'ﬁ$ﬂ?

Print
File

Zoom (100%)
Safety

Open with Microsoft Edge Ctrl+Shift+E

vvvvﬁ

vifaaEganins  dayauasanihai

Add site to Apps
View downloads Ctrl+)
Manage add-ons

F12 Developer Tools
swalwnsHavaan - i : Go to pinned sites

SV : Internet options

About Internet Explorer

X
®

>

|
o
nwuy”
KIS
16
szae L Juil 5 wguanau 2560

Compatibility View Settings >

l:h Change Compatibility View Settings
(e

Add this website:
| dft.go.th

Websites you've added to Compatibility View:

[+] Display intranet sites in Compatibility View
[ use Microsoft compatibility lists
Learn more by reading the Internet Explorer privacy statement

***ikinlUsunsu Internet
Explorer iimisawian
nosasdodau Compatibility
View Go¥
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nxuasindwdaaanayad Internet Explorer

mkuasiilu Internet options lasaann icon suiles udanann Internet options

- O *
°|f§jl|0 http://edi.dft.go.th/ -~ &/ search. ERORAK - X
@ suunsliuzasaanmisdasus.., X ||_i*| Print »
— m— —= File y
= A 13 m (o Zoom (100%) > | A
S:Ul.ln15]"USﬂ]SOBﬂ"UUﬁOSUSOUnUﬂ1|u q_‘k'] Safety >
Open with Microsoft Edge Ctrl+Shift+E
DFT Vinandganins  dayauasa il )
Add site to Apps
View downloads Ctrl+J

Manage add-ons

F12 Developer Tools
sWanimsHEsaan - uwdn :

Go to pinned sites
| | Compatibility View settings
SRR

| | About Internet Explorer

gy ‘

wigasa (silsznaunia)

s Tvinau

"ngai11ed Internet Explorer winiiu” g

uiigauauaNiswala S LiiswaTanasssusnns
d@ninuanisnIaenalasive

szane L fuil 5 wauanau 2560
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nxuasindwdaaanayad Internet Explorer

Tools > Internet Option > Security
Trusted sites > *.dft.go.th

Internet Options ? | Trusted sites x

Tl

[ AN

Securi i i
sx o ¥ |Privacy | Content | Connections | Programs | Advanced J You can add and remove websites from this zone. All websites in

this zone will use the zone's security settings.

Select a zone to view or change security settings.
0 * , ® Add thiz website to the zone:
. dft.go.th | [ add
Internet  Local intranet  Trusted sites  Restricted
sites Websi%
£ T s o e Remove
This zone contains websi you *
trust not to damage your computer or - dft. go - th

your files,
You have websites in this zone.
Security level for this zone

[Jrequire server verification (https:) for all sites in this zone

Custom
Custom settings. m
-To change the settings, didk Custom level,
-To use the recommended settings, dick Default level.
[JEnable Protected Mode (requires restarting Internet Explorer) e

. Customlevel... | Defaultlevel |

 Resetal zones to default level |

. oK || Cancel Al
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nxuasindwdaaanayad Internet Explorer

Tools > Internet Option > Security
Custom level > Initialize and script ActiveX control > Enable

Internet Options ? # || Security Settings - Trusted Sites Zone et ]
Il General Security Privacy Content Connections Programs Advanced Settings
() Enable ~
Select a zone to view or change security settings. . O Prompt
; |#| Initizlize and script ActiveX controls not marked as safe for s
@ ¢ / O G
[(ONEnable
Internet  Localintranet Trusted sites  Restricted ) Prompt
ite: 3
sites |#| Only allow approved domains to use ActiveX without prompt

/ M D et
This zone contains websi t you () Enable
t':jrt El‘étst" damage your computer or |#| Run ActiveX controls and plug-ns
¥ ! () Administrator approved
(") Disable
Security level for this zone (@ Enable
D Prompt
Custom |!'| Run antimalware software on ActiveX controls v
Custom settings. < (&) Mie=hla 5
-To change the settings, dlick Custom level,

-To use the recommended settings, dick Default level. *Takes effect after you restart your computer

Reset custom settings
] Enable Protected Mode (requires restarting Internet Explorer) Reset to: |” jium (default) - | | Reset... |

)Custmlevel... | Defaultlevel |
2 M

Reset all zones to default level | |
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dadolususao3idnnsaiing (Digital Certificate)

dadv Root certificate soodliusms
v Mame Type
5] cacert.crt Security Certificate
@ MEW TECHMOLOGY pfx Personal Information Exchange
Certificate - - u rCertiﬁcate Import Wizard ¥ u rCertiﬁo:ate Import Wizard 3 u ' _ R
e — e et Certificate Import Wizard

General | Details | Certification Path Cerlificate Store

Welcome to the Certificate Import

Select Certificate Store

Certificate stores are system areas where certificates are kept.

Wizard
I_a Certificate Information Select the certificate store you want to use.
This wizard helps you copy certificates, certificate trust Windows can automatically select a certificate store, or you can specify a location for
This certificate is intended for the following purpose(s): lists, and certificate revocation lists from your disk to a the certificate.

| Personal -

i Trusted Root Certification Authorities B

_| Enterprise Trust

» All issuance policies certificate store.

# All application polices

(7 Automatically select the certificate store based on the type of certificate

A certificate, which is issued by a certification authority, is - § . X
a confirmation of your identity and contains information b= il (R s

used to protect data or to establish secure network Certificate store: :l Intermediate Certification Authorities
connections. A certificate store is the system area where { | Trusted Publishers
certificates are kept. B“’"‘se"e " Uintrueted Cartificates | i
L 3
To continue, dick Next.
Issued to: CAT RootCA [ Show physical stores
Issued by: CAT RootCA Lo [ Epe ]

valid from 3/ 26/ 2007 to 3/ 25/ 2027 Learn more about certificate stores

Issuer Statement < Back ][ MNext > I[ Cancel

Learn more about ter

< Back Mext > | [ Cancel

reJ
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dadolususavaidnnsaiing (Digital Certificate)

B
B

dado Root certificate vaoilkusms

- - - Certificate | i |
Certificate Import Wizard ’ [ Certificate Import Wizard * =
mport - e — General | Details | Certification Path
Certificste Stare Completing the Certificate Import
Certificate stores are system areas where certificates are kept. Wi d
lzal |_a Certificate Information
The certificate will be imported after you dick Finish. - tifi . led -
Windows can automatically select a certificate store, or you can specify a location for This ce ) teis "_It_e for the following pury (=)
the certificate, » All issuance policies
N You have spedified the following settings: » All application polides
() Automatically select the certificate store based on the type of certificate Certificate Store Selected by User TR LT e
(@ Place all certificates in the following store Content Certificate
Certificate store:
Trusted Root Certification Authorities Browse, ..
Issued to: CAT RootCA
Certificate Import Wizard | = |
4 Ll 3
@ The import was successful,
Learn more about certificate stores
L i
0K bier statemy ’
< Back ]I Mext = Cancel | < Back " Finish Cancel Learh, ’
|
L= —— y e
I . n P - - e = | S | - - - | - - — «
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lususoo31annsoaiing (Digital Certificate)

da

B
L 3

v

Certificate gaousun

-
Certificate Import Wizard

==

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, didk Next.

< Back Mext = Cancel

Marme

@ cacert.crt
E MEW TECHMOLOGY . pfx

Type

Security Certificate

Personal Information Exchange

=
Certificate Import Wizard

|

r
Certificate Import Wizard

File to Import
Spedfy the file you want to import.

Password

To maintain security, the private key was protected with a password.

File name:

C:\Jsers\VAIQ \Desktopcert\NEW TECHNOLOGY . pfx|

Browse...

MNote: Mare than one certificate can be stored in a single file in the following formats:
Perzonal Information Exchange- PKCS #12 ((PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
Microsoft Serialized Certificate Store {.55T)

Learn more about certificate file formats

Type the password for the private key.

Password:

|| Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this optian.

[] Mark this key as exportable. This will allow you to back up or transpart your
keys ata later time.

Indude all extended properties.

Learn more about protecting private keys

<Back [ Mext> Cancel

| <Back |[ Mext> Cancel
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dadolususav3idnnsaiing (Digital Certificate)

dady Certificate voaousin
(e |

-
Certificate Import Wizard -

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

() Automatically select the certificate storEon the type of certificate

@) Place all certificates in the following sto
Browse‘a

Certificate store:

Learn more about certificate stores

< Back "

[ Select Certificate Store

25—

Select the certificate store you want to use,

-

F
-1 Trusted Root Certification Authorities B
~-{_| Enterprise Trust
----- [ "] Intermediate Certification Authorities
i 7| Trusted Publishers
L] T lintrusted Certificates i
4 i | +
[] show physical stores
Ok Cancel

P
|

|

|

|

|

|

|

|

“ad. : KU28YIUKANAUSKISSaMsazs1uEnWazaINNIYMsidUsINARTUINAD
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Certificate Import Wizard -

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(@ Place all certificates in the following store

Certificate store:
Personal

| Browse. .. I

Learn more about certificate stores

][ Nextg Cancel

(=3

< Ba

L 3

udssudanssuadnamuiul 2564”
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dadolususao3idnnsaiing (Digital Certificate)

dady Certificate voaousin

- -
Certificate Import Wizard - e—— u ¥ u

Certificate Import Wizard

Completing the Certificate Import
Wizard

E : | The certificate will be imparted after you dick Finish. @ The |rr|port was successful,
Certificate Store Selected by Use I',
File Name C:\Users\VAIO\Deskt
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dadolususao3idnnsaiing (Digital Certificate)

asooaaumsdady Certificate

F ™
Certificates L m— ——— * u

File Edit View Favorites Tools  Help Intended purpose: [w:, v]

Internet Opticns m
Securit 1 ~ | content Connections | Programs I Muanced|
|| [ceneral [ seat 1=

Family Safety Issued To Issued By Expiratio...  Friendly Mame

&' Control the Internet content that can MEW TECHNOLOGY... CAT Root CA 5/20/2012  MEW TECHNOLO...
be viewed.

0 http://edi.dft.go.th/check_certificate.aspx p - -ﬂ

Personal | Other People | Intermediate Certification Authrities | Trusted Root Certification| * | *

]
Certificates |
Use certificates for encrypted connections and identification, f
|
S L
[ Clear 551 2 _ Certificates I [ Publishers ]
AutoComplete

on webpages and suggests matches
for you.

Feeds and Web Slices

@ Feeds and Web Slices provide updated Impaort... ] [ Export... ] [ Remove
R

content from websites that can be

§ AutoComplete stores previous entries

d in Internet E; d oth

Lfig,'gmﬂ. et Explorer and ofher : Certificate intended purposes
I <All=
|
| I Wiew
|| ]
H
| Learn mare about certificates
I Close
i

| S 4

oK H Cancel ]l Apply |
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Q nhitp://edi.dft.go.th/check_certificate.aspx = & || Search.. D~ ”UJ'D t\_f": ] (]

wWalusunsu Internet Explorer O Digia SgnatwreDeme LI

~
[ -~ Anda(! ) as»dau(Verify) vadau(Test)
wgi5ulsd Wi #

asya@au Digital Certificate:

http://edi.dft.goth/check_certificate.aspx =======================sssas
\/ qsaoaau (Ve rify) ldwniiidaaBuasuidnaiuiiua Digital Certificate

Lauﬂiﬁﬂﬁ'n;jl.ﬁﬂmi(ﬁxld):l || Check |

dayansiadaunisdadas Digital Certificate uazTilsunsu Plug in
duuasaniiadfadmanusaiind(Digital Signature)

duaau HaN1SAsIAdaY
- - - - - o - - -
1. msar@aTdsunsu Plug in dwsuasainiiatadannsaiing © sadozmusanua
2. msAuAAT Security Settings - Trusted site zone @ w3y Internet Explore @ §péidnusanus {:nagﬁ'u 1.0.34)

3. ms@ndaluiusasdidavsaiing(Digital Certificate) © dadiGuusanua (Serial No. 0c06295dcad7446f)

deyanunai: @ Wi HUATSRTIAEaY @ winaa TusuanseTREay ,!
L)

suazidaatususasdidnnsaiing(Digital Certificate) Midadald

Havusdn: . INFORMATION CO. LTD"

I nslAEn AN

Serial No: 0c06 46f

FJuitaanludusas: Thursday, June 6, 2019

i’uﬁmummq: Sunday, June 6, 2021

danus: Tdfalsintng - Salivuaans

il Private Key: true

Subject: C='I_'H, L=N.0NTHABURI, o=" o INFORMATION CO.,LTD", .
OU=TAXID: , CN= INFORMATION CO. LTD", E=

Issue By: C=TH, O=TOT Public Company Limited, CN=TOTROOTCA
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— ] >
Q nttp://edidft.go.th/check_certificate.aspx = @& || Search... P~ oy T¢ 63
p g P

/ noaau (Test) D dayamsiussasinuiuada Dig.. &) Digital Signature Dema x |[F

S

Digital Signature - Client

PR - = - . - P SN [ | - - = g w -
mHsumimmﬂuaﬁamﬁnwmunﬁ wan Certificate ﬂnaaammmn‘iaanauﬂuLnamaﬂa"lﬁnunTﬁawauﬁ

wanlszdddidantB(TaxId): - AuMTiaya Certificate wavudwana Taxdd (wudgdoa5)
String Data: o

Data for Sign. foyanaaay

[rder]
v
(3

waraUasTafiadoiiEnusoind(Sign) | 9 Message from webpage X

Result:

MINIAY JKoZIhveNAQeColINETCCDQOCAQExCzAJBgUrDgMC GgUAMAsGCSqGSIb3D) | OK: Verified

QQGEwJUSDEJMCEGATUECgwaVESUIFB1Y mxpYyBDb2 1wYW55IExpbWIDZWQAxEJAQ TAeFwxNzEwMTEWNDIONTFaFwzNzEwMTExMDAWMDBaMEYx 7
CzAJBgNVBAYTAIRIMSMwIQYDVQQKDEpUT1QgUHVIbGHIENvbXBhbnkg T GltaXRIZDE

ENBMIICIANBgkqhkiGOwIBAQEF AAOCAGBAMIICCKCAGE A4
NiSEbQ/A5FWCYLIShyhNteWVSY56YpMG2BhUPYjbH8cqbYQuE gBKkK4coS8I0ChYAdIo) pREGtKipF8IbCmsCaxjj2FmNi7 foyhlabgK JEGUNDOXh5LOjVifPu
Dv/keJSDPcs9cQhJcIOiBO5/Y 7yplimXBQrcPANGNCiSWE4+hF0Snz0KTEPzxCnlPJzvUcu

eMv3sVOkgzMQWsshmoPFxiWbKOmlySvTHBbvLActiDskCaKulBhyq5b
IXZnbEY GJKMOSE+tyHhH321bhpzs03sqdgM CckRPW/oQOAPeepo TKVQgHYT HQvLmM+ hAiL5uLH+mUmfF1+04NTNr3iwgqv36mLFdzCXCr3jwiSYwG186vQhkjL
QY Q3w+7Tbdamnj009p/RviTWrZCtU6SpCh45T0j556Qy2F NugcpQEMV2diWonJM2P6+H3H3kDk1ychyMFUV+H/el DRCIn8+hSVaj2e ORFibftglihJnbAF GZWYHNdfmJULobLFNBe1v29zfekl113h

dHgSr8dwhkyDtmFuEGeedSDnogY1ZC911g3FigL TBOnhaf+ ToNj9PtORasqViVgnTzS8ywOU ctdm237C1KT2ESCAWEAAaNMGEwHQYDVROOBBYEFKBumUpuEKveWagvtNmajznYegkoMAS
GATUdEWEBMWQFMAMBAfSwWHwWYDVROjBEBgwFoAU0oG6ZSm4Qgq9xaqimi2ZgPOdh6CSgwDgYDVROPAQH/BAQDAgGGMANGCSqGSIb3DQEBDQUAALICAQCIIMRhzvtbzZxodddbYClg W
BEGCMZTrU25Fb5LgHKyh3kkFDsgx218zrBlGoJMLjed5zleHVmzvxViNglunQze34Y1G6TadZRZY PgbgxiUGCcAPrza/OdvwYfLaH+Aci8P2JB/dHgV3R4NvQI 3Anzbwksoxah3slgDdZILIshIVjFyys/

ssrsasuaafiadadiinusafind(Verify) | e w

©2013 NTi. All rights reserved

IADAGECAgh3p5Sigubx1PzANBgkghkiGIwIBAQOFADBGMQswCQYDV

] v . - ] - > ]
o Flansideu (Asanaiuaiia daunsfnsuarido) [aniaalédnil...
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Electronic Signature & Seal

msavarsiiodouazasiUs:iudiannsaiing (Electronic Signature and
Seal) iJumsasuwdidnnsatindnawisnldlunissSusovionanunivoon
dokSarasuivianals uazlkanwiluloduidamasiduvasionaisilasumsdolii
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